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[root@webl admin]# vi /etc/nginx/conf.d/ssl.conf

# HTTPS server

server {
listen 80;
server_name i-joji.com;
return 301 https://$host$request_uri;

server {
listen 443 ssl spdy;
server_name i-joji.com;

ssl_certificate  /etc/nginx/conf.d/ssl/i-joji.com.crt;
ssl_certificate_key /etc/nginx/conf.d/ssl/i-joji.com.key;

ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ciphers ECDHE-RSA-AES256-SHA384:AES256-SHA256:RC4:HIGH:!MD5:!aNULL:!leNULL:!NULL:!DH:!EDH:!AESGCM,;
ssl_prefer_server_ciphers on;

proxy_redirect off;

proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-Proto https;

proxy_set_header X-Forwarded-Host $host;

proxy_set_header X-Forwarded-Server $host;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

location / {
proxy_pass https://localhost:3001/;
}
}
[root@webl admin]# /etc/init.d/nginx restart
ngink 00 d0O: [ OK ]
ngink 00O d0O: [ OK ]
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